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I) “European” perspectives?

What is “European”?

– The European Space Agency (ESA)?

– The  European Union (EU)?

– The Council of Europe?

– (Some of) the European States?

In the area of geospatial data policy, all of them are relevant.



Irmgard Marboe

The European Space Agency (ESA)

– 22 member States (Estonia and Hungary 
since 2015)

– Bulgaria, Latvia, Lithuania, Slovakia, and 
Slovenia are “European Cooperating States”

– Canada takes part under a “Cooperation 
Agreement”

– Based on the ESA Convention of 1975 (in 
force since 1980)
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ESA Convention

Article II. PURPOSE

The purpose of the Agency shall be to provide for and to 
promote, for exclusively peaceful purposes, cooperation 
among European States in space research and technology 
and their space applications, with a view to their being used 

for scientific purposes and for operational space applications 

systems:
a) by elaborating and implementing a long-term 

European space policy, by recommending space 
objectives to the Member States, and by concerting the 
policies of the Member States with respect to other 

national and international organisations and institutions; […]”
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The European Union (EU)

– 28 member States (Croatia since 2013)

– ESA-members Switzerland and Norway are not 
members of the EU

– Most recent legal bases are the Treaty on European 
Union (TEU) and the Treaty on the Functioning of the 

European Union (TFEU), in force since 1 December 

2009

– Secondary legal instruments:

Regulations: binding and directly applicable in EU member States 

Directives: define binding goals but leave the choice of means to 
member States

Decisions: binding decisions in particular cases
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Treaty on European Union (TEU)

Article 3 (Objectives of the EU)

1. The Union’s aim is to promote peace, its values and the 
well-being of its peoples. 

[…]
3. The Union shall establish an internal market. [….]”

– Free movement of persons, goods, services, and 
capital

– Ensure undistorted competition, i.e. avoid distorting 
measures by governments (state aid) and companies 

(cartels and abuses of dominant market positions)

– Harmonisation of laws (by regulations and directives)
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Treaty on European Union (TEU)

Article 4 (Competences of the EU):
– Competences not conferred upon the Union in the 

Treaties remain with the Member States.
���� Principle of “conferral”

– The Union shall respect the equality of Member 
States as well as their national identities

– It shall respect the essential State functions, 
including ensuring the territorial integrity of the 

State, maintaining law and order and safeguarding 
national security

– “In particular, national security remains the sole 
responsibility of each Member State.”
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Treaty on European Union (TEU)

Title V/Ch. 2: Specific Provisions on the Common Foreign 
and Security Policy (CFSP, Articles 23 – 25)

– The common foreign and security policy is subject to 

specific rules and procedures.
– It shall be defined and implemented by the European 

Council and the Council acting unanimously, except 

where the Treaties provide otherwise.
– The adoption of legislative acts shall be excluded. 

– The Court of Justice of the European Union shall not 
have jurisdiction with respect to these provisions.

� CFSP is still depending on the political interests of 
individual member States



Irmgard Marboe

Treaty on the Functioning of the European Union (TFEU)

Title XIX: Research and Technological Development and Space

Article 189
– The Union shall draw up a European space policy. 
– It may promote joint initiatives, support research and technological 

development and coordinate the efforts needed for the 
exploration and exploitation of space.

– European Parliament and the Council shall establish the necessary 
measures, which may take the form of a European space 
programme, excluding any harmonisation of the laws and 
regulations of the Member States.

� Parallel competences on space: EU and member States
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The Council of Europe

– 47 member States (Russian Federation since 1996, 

Turkey since 1949)

– Common values: Human Rights, Democracy, and Rule 
of Law

– European Convention on Human Rights (1950/1953)
plus 14 “Protocols” to protect additional human 

rights and regulate procedural aspects
– European Court of Human Rights (1959)

since 1998 individual complaints procedure 

obligatory � “Supranational Court”
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II) The Copernicus programme

– Regulation (EU) No 911/2010 of the European 
Parliament and the Council of 22 September 2010 on 

the European Earth monitoring programme (GMES) 

and its initial operations (2011-2013)

– Regulation (EU) No 9377/2014 of the European 

Parliament and the Council of 3 April 2014 
establishing the Copernicus Programme and 

repealing Regulation (EU) No 911/2010

– Commission Delegated Regulation (EU) No 

1159/2013 of 12 July 2013 
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Copernicus Regulation 2014

– Copernicus is a civil, user driven programme 

under civil control, building on the existing 
national and European capacities (Art. 2)

– Monitoring the Earth to support the protection of 
the environment and the efforts of civil 
protection and civil security (Article 4 (a))

– Maximising socio-economic benefits (Article 4 (b))

– Fostering the development of a competitive 
European space industry (Article 4 (c))
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Copernicus Pre-Operations: Data Access Status 

- The Copernicus Space Component Data Access 
(CSCDA) provides comprehensive and coordinated 
access to EO data products from multiple satellites to 

Copernicus data users across Europe

- CSCDA manages the coordinated production of Data 

Sets: multi-mission coherent data collection pre-
edfined according to specific users needs in terms of 

data type and mode of operation

- The kew component is the Coordinated Data Access 
System (CDS) ensuring Data Set construction and 

dissemination
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Copernicus Regulation 2014 (cont‘d)

Data and Security Policy (Chapter IV, Articles 23 – 25)

– The use and sharing of Copernicus data and information shall be 
promoted.

– Data and information shall be made available under pre-defined 

technical conditions on a “full, open and free-of-charge 
basis”, subject to the following limitations:

(a) licensing conditions for third party data and information

(b) formats, characteristics and disseminations means

(c) security interests and external relations of the 
Union or its Member States [...]

– The Commission may adopt delegated acts concerning the 
conditions and procedures as regards access to, registration and
use of Copernicus data and Copernicus information



Irmgard Marboe

Commission Delegated Regulation 2013

– Data and information policy should be consistent with other 

relevant Union policies, instruments and actions:

– Directive 2007/2/EC of 14 March 2007 establishing an 

Infrastructure for Spatial Information in the European 
Community (INSPIRE) 

– Open data policy initiated by Directive 2003/98/EC 
of 17 November 2003 on the re-use of public sector 
information and reinforced by Commission 

Decision 2011/833/EU of 12 December 2011

– Commission Communication of 26 August 2010 ‘A 
Digital Agenda for Europe’ (COM(2010) 245 final/2 
of 26 August 2010)



Conditions concerning use

– Users shall have free, full and open access to Copernicus dedicated 
data and service information (Art. 3)

– Free access shall be given to Copernicus dedicated data and service 
information made available through dissemination platforms under pre-
defined technical conditions. (Art. 4)

– Access to Copernicus dedicated data and service information shall be 
given for the purpose of the following use in so far as it is lawful: 

(a) reproduction; (b) distribution; (c) communication to the public; 

(d) adaptation, modification and combination with other data and
information; (e) any combination of points (a) to (d) (Art. 7/1)

– Copernicus dedicated data and service information may be used 
worldwide without limitations in time (Art. 7/2)

Commission Delegated Regulation 2013 (cont‘d)
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Commission Delegated Regulation 2013 (cont‘d)

Four levels of registration of users should be provided as 

regards the access to data and information:

(1) Discovery and view services within the meaning of Article 

11(1)(a) and (b) of Directive 2007/2/EC should be provided without 

registration. 

(2) A light form of registration should be required as regards 

download services within the meaning of Article 11(1)(c) of Directive 

2007/2/EC. 

(3) An intermediate level of registration should allow the 

reservation of access to certain groups of users. 

(4) A strict registration procedure should be used to address the 

need to restrict access for security reasons requiring the 

unequivocal identification of the user.
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Commission Delegated Regulation 2013 (cont‘d)

The Commission should apply restrictions on the open 

dissemination, where this would affect the rights and 
principles enshrined in the Charter of Fundamental Rights of 

the EU such as

– the right for private life

– the protection of personal data

– the right to intellectual property

Where necessary, restrictions should protect the security 
interests of the Union, as well as the national security 
interests of the Member States. Such restrictions should 

respect the obligations of Member States that have adhered 
to a common defence organisation under int’l treaties.
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III) Sentinel Data Policy

– Sentinel satellites are an important part of the 

Copernicus Space Component (CSC)

– Data policy covers Sentinel 1 to 5 missions, the 

Sentinel-5 Precursor mission and Jason–CS missions 
developed by ESA under the CSC programme

– Sentinel-1 was launched on 3 April 2014, Sentinel-2 
shall be launched on 23 June 2015 at 01:52 GMT

– The Sentinel Data Policy was approved by the Earth 
Observation Programme Board of ESA on 24 

September 2014

– It establishes the policy governing the provision of 
Sentinel data
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III) Sentinel Data Policy (cont‘d)

Is part of the overall Copernicus Data and Information Policy 
under EU responsibility 

– promoting the use and sharing of information and data

– full and open access to information produced by 
Copernicus services and data collected through 

Copernicus infrastructure, subject to 

- relevant international agreements

- security restrictions and 

- licensing conditions, including registration 

and acceptance of user license

- in accordance with the EU Commission 
Delegated Regulation of 2013
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IV) National data policies and possible harmonisation

Example of Germany:

– Act to give Protection against the Security Risk to the Federal 

Republic of Germany by the Dissemination of High-Grade Earth 

RemoteSensing Data (Satellite Data Security Act — SatDSiG) of 

2007

– Applies to the operation of high-grade earth remote 
sensing systems

– Licenses depend on a sensitivity check to assess the 
possibility of harm being caused to the vital security 
interests of Germany, to the peaceful co-existence of 
nations or to Germany’s foreign relations, including 
obligations assumed under international agreements
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IV) National data policies and possible harmonisation (cont‘d)

EU Commission Proposal for a DIRECTIVE on the 

dissemination of Earth observation satellite data for 
commercial purposes, COM(2014) 344 final of 17 June 2014

– To establish a comprehensive regulatory framework to 
improve legal coherence and foster the emergence of a 

European market for space products and services

– Concerning the production and dissemination of high 
resolution satellite data for commercial purposes

– Currently under discussion by EU Parliament and Council

– Some scepticism exists

– whether such harmonisation is warranted and useful

– on costs caused, including administrative costs
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V) Specific challenges to open data policy

Restrictions are deemed necessary in respect of inter alia 

(1) International agreements (including defence)

(2) Security concerns of the EU and national 
security interests

(3) Human rights considerations

(a) privacy and data protection

(b) property protection: 

intellectual property rights

� What are the parameters?

� Who decides?
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(1) International agreements

(including defence)

NATO membership

– 28 members

– 6 EU members are not members of NATO: Austria, 

Cyprus, Finland, Ireland, Malta, and Sweden 

– Becomes relevant, when a NATO member is attacked 

(Art. 5 NATO Treaty)

– Has been activated once (9/11 terrorist attacks on US)

– However, other obligations to prepare for collective 
self-defence exist



(1) International agreements (including defence) (cont’d)

Hague Convention relative to the Rights and Duties of 
Neutral Powers and Persons in case of War on Land 

(1907/1910)

– 37/14 States parties/signatories

– Considered as customary international law

– Neutral Powers have specifically determined obligations 

not to support Belligerents in case of war

– Otherwise, they loose their status as Neutral Power and 

can be legitimately attacked by the opposing Belligerent

– The obligations include the prohibition to erect and use 

“wireless telegraphy stations” on the territory of a 
Neutral Power (Art. 3)
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Hague Convention (cont’d)

– A Neutral Power is not called upon to forbid or restrict 
the use on behalf of the belligerents of telegraph or 

telephone cables or of wireless telegraphy apparatus 
belonging to it or to companies or private individuals. 

(Art. 8)

– However, every measure of restriction or prohibition taken 

by a Neutral Power must be impartially applied by it to 
both belligerents. (Art. 9)

– A Neutral Power must see to the same obligation being 

observed by companies or private individuals owning 
telegraph or telephone cables or wireless telegraphy 
apparatus. (Art. 9)
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(1) International agreements (including defence) (cont’d)

– International agreements and obligations can lead to 

significant restrictions of an open data policy

Who decides?

– Issues of national defence and military alliances are at 
the core of national sovereignty

– The EU has very limited competences in this area

– Decisions regarding the “Common Foreign and Security 

Policy” need unanimity in the Council

– The individual needs of sovereign States will prevail

– Decisions will be taken either on the national level or in 

European bodies, bound by unanimity or consensus



(2) Security concerns of the EU and national security interests

Copernicus Regulation 2014 (Art. 25):

– The Commission shall asses the necessary security 
measures to avoid any risks or threats for the interest 
or security of the Union or its Member States

– The Commission shall establish the necessary security-
related technical specifications for Copernicus

– Where EU classified information is generated or 

handled within Copernicus, all participants ensure a 
degree of protection equivalent to the rules set out in 

the Decisions on classified information (Decisions 

2001/844/EC and 2013/477/EU)
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How can the EU Commission decide on national security 
interests, when the EU does not have the competence on 

national security?

– The Commission shall be assisted by the “Copernicus Committee”
(Art. 30 Copernicus Regulation 2014)

– The Copernicus Committee shall meet in specific configurations with 
regards to security aspects (“Security Board”)

– Rules of procedure are regulated in Regulation (EU) No 182/2011 on 
mechanisms for control by Member States of the Commission’s 
exercise of implementing powers

– The Committee consists of representatives of all Member States 
and is chaired by a representative of the Commission (Art. 3/2)

– The chair shall “endeavour to find solutions which command the 
widest possible support within the committee” (Art. 3/4)
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Procedures in the Copernicus Committee

Advisory procedure (Art. 4)

– The Committee may take a vote by simple majority

– The Commission decides “taking the utmost account of the conclusions 
drawn from the discussion”

Examination procedure (Art. 5)

– The Committee shall deliver its opinion by a weighted majority as 
established for Council decisions (“double majority” of 55% and 65%)

– In case of a positive decision, the Commission shall adopt the 
implementing act; in case of a negative decision it shall not adopt it

Appeal (Art. 3/7)

– Where applicable, the control mechanism includes referral to an appeal 
committee

– It decides by a weighted majority and shall deliver its opinion within 2 
months of the date of referral
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(3) Human Rights Considerations

Charter of Fundamental Rights of the EU (2000/2007)

– Shall ensure that the EU respects fundamental human rights

– Judicial control not entirely settled (ECJ, as a EU organ, adjudicates 
on the EU’s own acts)

– The EU shall accede to the ECHR (Art. 6/2 TEU)

European Convention on Human Rights (1950/1953)

– Shall ensure that the State parties respect fundamental human rights

– All of the EU member States are parties to the ECHR

– Many States have incorporated the ECHR in their constitutions

– Judicial control settled by established jurisprudence of the ECtHR
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(a) Right to privacy and data protection

Article 8 ECHR

Right to respect for private and family life

1. Everyone has the right to respect for his private and family life, 
his home and his correspondence.

2. There shall be no interference by a public authority with the 
exercise of this right except such as is in accordance with the 
law and is necessary in a democratic society in the interests of
national security, public safety or the economic wellbeing of the 
country, for the prevention of disorder or crime, for the 
protection of health or morals, or for the protection of the rights 
and freedoms of others.
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(a) Right to privacy and data protection (cont’d)

Jurisprudence of the ECtHR

– Art. 8 covers the physical and psychological integrity of a person

– Embraces aspects of an individual’s physical and social identity, 
such as, for example, gender identification, name and sexual 
orientation and sexual life

– Protects the right to personal development

– The notion of personal autonomy is an important principle underlying 
the interpretation of the guarantees of Art. 8

– Protection is particularly warranted against attacks on honour and 
reputation, manipulation and misuse of personal information

Cases: von Hannover v. Germany (2004)

Anastasios Reklos v. Greece (2009)



(a) Right to privacy and data protection (cont’d)

Obligations of States

– Not to interfere with personal privacy (“to respect”)

– To take positive measures designed to secure respect for private life 
even in the sphere of the relations of individuals between 
themselves (“to protect”)

– To protect also juridical persons from undue interference (Colas Est
v. France, 2002)

– Increased vigilance in protecting private life is necessary to contend 
with new communication technologies which make it possible to 
store and reproduce personal data (von Hannover v. Germany, 
2004)

– Exceptions are allowed under the conditions of Art. 8 (2) and in times 
of war or other public emergency threatening the life of the nation 
under 15 (1) ECHR



(a) Right to privacy and data protection (cont’d)

EU concerns on data protection

– Differences in national measures on privacy and data protection 
can be an obstacle to the free movement of services and goods in 
the internal market

– Harmonisation of national measures would grant a better level 
playing field for companies operating in the EU

– The Directive No 95/46 identifies principles on the protection of 
individuals with regard to the processing of personal data and on 
the free movement of such data (“Data Protection Directive”)

– The Directive No 2002/58 provides for the harmonisation of national 
provisions concerning the processing of personal data and the 
protection of privacy in the electronic communication sector (“E-
Privacy Directive”), amended by Directive 2009/136



(a) Right to privacy and data protection (cont’d)

Principles under the Data Protection Directive:

Personal data must be

– collected for specified, explicit and legitimate purposes

– adequate, relevant and not excessive in relation to the purposes

– accurate and, when necessary, kept up to date; every reasonable step 
must be taken to ensure that inaccurate or incomplete data are erased or 
rectified

– kept for no longer than necessary for the purposes, except for 
historical, statistical or scientific use, against appropriate safeguards

They may be processed only if

– the data subject has given his/her consent

– this is necessary for the performance of a contract or a legal 
obligation or to protect the vital interests of the data subject, or

– this is necessary for the performance of a task carried out in the public 
interest or in the exercise of official authority […]



(a) Right to privacy and data protection (cont’d)

Principles under the E-Privacy Directive:

Member States shall ensure

– the confidentiality of communications and the related traffic data by 
means of a public communications network and publicly available 
electronic communications services

– that subscribers are informed of the data which are being collected

– that location data may only be processed when they are made 
anonymous, or with the consent of the users or subscribers

– that the users or subscribers are informed, prior to obtaining their 
consent, of the type of location data, of the purposes and duration or the 
processing and whether the data will be transmitted to a third part for the 
purpose of providing value added service

– that the users or subscribers have the possibility to withdraw their 
consent for the processing of location data at any time



(a) Right to privacy and data protection (cont’d)

How can theses principles be brought in line with 
an open geospatial data policy?

– Geospatial data are collected in a general and automatic way

– They are collected without the consent of the sensed subjects

– They are used for a large variety and not only for specific purposes

– Large quantum is collected and processed – “Big Data”

– The EU does not provide any express or implied warranty of 
Copernicus data and information as regards quality and suitability for 
any purpose (Art. 9 Delegated Regulation 2013)

– Data and information are stored for long periods, for historic, 
statistical, scientific, and other purposes

– Privacy issues become increasingly relevant with the improvement of 
spatial resolution of Earth observation data (“The Resolution 
Revolution” – Frans von der Dunk)



(b) Right to property protection

Article 1 of Protocol No 1 to the ECHR

Protection of property

Every natural or legal person is entitled to the peaceful 

enjoyment of his possessions. No one shall be 
deprived of his possessions except in the public 

interest and subject to the conditions provided for by 
law and by the general principles of international law.
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(b) Right to property protection

EU concerns regarding intellectual property 
protection

– National provisions protecting intellectual property rights over
geospatial data could be detrimental for the internal market

– Copyrights could allow companies to sell licenses for exclusive 
access or usage in national territories which would prevent 
competition

– Harmonisation of national laws would avoid this and grant a 
better level playing field for companies operating in the EU

– The Directive No 96/9 of 1996 on the Legal Protection of 
Databases establishes a sui generis-right of database 
protection (“Database Protection Directive”)
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Ownership under the Copernicus Regulation 2014

– The Union shall be the owner of all tangible and intangible assets 
created or developed under Copernicus. To that effect, agreements shall 
be concluded with third parties, wherever appropriate, with regard to 
existing ownership rights (Art. 28/1)

– The Commission shall manage the intellectual property rights relating 
to Copernicus as effectively as possible, taking into account the need to 
protect and give value to the Union's intellectual property rights, the 
interests of all stakeholders, and the necessity of harmonious 
development of the markets and of new technologies and the continuity 
of services  (Art. 28/3)

– It shall ensure that the contracts entered into, under Copernicus, include 
the possibility of transferring or licensing intellectual property rights 
arising from work performed under Copernicus (Art. 28/3)

(b) Right to property protection  (cont’d)



How can theses principles be brought in line with 
an open geospatial data policy?

– A clear differentiation between the various stages of 

collection, processing, and (commercial or other) use of 
geospatial data is important

– The EU keeps ownership over all data, but supports 
commercial activity provided by value added services

– The concept of intellectual property remains the tool for 
commercial success using geospatial data

(b) Right to property protection (cont’d)



V) Conclusions: Squaring the circle?

– Various actors pursuing different aims and relying on different

principles are involved in geospatial data policy in Europe

– A certain convergence has been achieved with the close 

cooperation of ESA and EU within Copernicus

– Open data policy is the general trend

– However, the possible restrictions may lead to significant 

limitations in practice

– The complex structures and unforeseeability of the respective 

decisions lead to uncertainty

– Detrimental for maximising the socio-economic benefits of EO

– Personal data protection raises increasing concerns and adds 
to the uncertainty on the prospects of open data policy in Europe
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